RESOLUTION NO. 2025-12

RESOLUTION OF THE BOARD OF DIRECTORS OF THE BIOLA COMMUNITY SERVICES
DISTRICT ESTABLISHING A FORMAL PROCESS FOR ADMINISTRATIVE ACCESS TO
DISTRICT DIGITAL SYSTEMS AND ACCOUNTS

WHEREAS,

the Biola Community Services District (“District”) operates and maintains various digital
platforms essential to the provision of services, including security camera systems, cloud-
based software platforms, communication tools, and other online systems; and

WHEREAS,

Policy 2019.6 of the District’s Policy Handbook authorizes the District to manage and control
passwords and access codes for all District-owned technologies and communication systems;
and

WHEREAS,

the District has experienced recent and ongoing transitions in both staff and Board
leadership, prompting the need for clearly defined administrative access protocols to ensure
security, continuity of operations, and legal compliance; and

WHEREAS,

the Board President and Interim General Manager have identified the need to formally
document who holds Super Admin access to District systems and to establish a protocol for
managing such access during onboarding, offboarding, and emergencies; and

WHEREAS,

the California Public Records Act (Gov. Code § 6250 et seq.) requires public agencies to ensure
the integrity, accessibility, and accountability of public records, including those stored in
digital platforms;

NOW, THEREFORE, BE IT RESOLVED by the Board of Directors of the Biola Community
Services District as follows:

SECTION 1.

The Board of Directors hereby adopts the Administrative Access Management Process,
attached hereto as Exhibit A, as the official District procedure for the management of Super
Admin access to all digital platforms and systems owned or used by the District.

SECTION 2.

The General Manager shall be responsible for implementing and maintaining the process
outlined in Exhibit A, including ensuring that:



e Super Admin roles are properly assigned and documented;

e Passwords and credentials are securely stored;

e Access changes are made promptly during transitions; and

e A quarterly review of administrative access is conducted and reported to the Board.
SECTION 3.

All District employees, contractors, and Board members granted administrative access to
District systems shall adhere to the policies and procedures set forth in this resolution and
Exhibit A.

SECTION 4.
This resolution shall take effect immediately upon its adoption.

District at a meeting thereof duly held on the 215T day of August 2025, by the vote recorded
as follows:

AYES:
NOES:
ABSENT:
ABSTAIN:

BIOLA COMMUNITY SERVICES DISTRICT

By:
Kinverly Suarez, Board Chair
Board of Directors

ATTEST:

By:

Carmen Zamora — Interim General Manager



EXHIBIT A

Administrative Access Management Process

Purpose:

To establish a formal and consistent process for managing Super Admin access to the District’s
digital systems and platforms. This process is intended to ensure data security, continuity of
operations, and accountability during routine operations and periods of staff or Board
transition.

Scope:
This process applies to all digital platforms and accounts owned or managed by the District,
including but not limited to:

Security camera systems

Google Workspace (email, Drive, calendar, etc.)

Website and domain management tools

Utility billing platforms

Financial and accounting systems

Any other cloud-based or digital service used in official District business

Policy Basis:

Per Policy 2019.6, “The District may periodically need to assign and/or change passwords and
access codes for computers. These communication technologies and related storage media and
databases are to be used only for District business and they remain the property of the District.
The District reserves the right to keep a record of all passwords and codes used and/or ability
to override any such password system.”

This proposed process expands upon that policy to specify roles, responsibilities, and
transition procedures.

Definitions:
e Super Admin: A user role with the highest level of administrative control over a
system or platform.
e Authorized Staff: Employees or consultants officially designated to access or
manage digital systems.
e Access Log: A secure internal document that records who has administrative access
to each system.

Proposed Process
1. Designation of Super Admin Roles
o Each critical digital system must have at least two Super Admins:
o Primary Super Admin: Typically the General Manager or designee.
o Secondary Super Admin: A District staff member with operational knowledge
or a designated third-party IT provider under contract.



e For systems involving Board operations (e.g., Board communication platforms), the
Board President may be granted view-only administrative privileges, but not Super
Admin rights unless otherwise authorized by Board action.

2. Documentation and Record-Keeping
e All Super Admin access must be documented in a District Access Log, including:
o Name and role of each Super Admin
o System name and type
o Date access granted or revoked
o Who authorized access

e The Access Log shall be maintained by the General Manager and made available to the
Board upon request or during audits.

3. Password Management
o The General Manager shall ensure the District has a secure, centralized method of
storing and managing all passwords, such as a password manager or encrypted file.
e All passwords and login credentials remain the property of the District and must be
surrendered upon separation or reassignment.

4. Transitions and Offboarding
o Upon any transition of staff, contractors, or Board members who have
administrative access:

o Immediate review of system access shall be conducted.

o All credentials associated with the departing individual shall be revoked or
reset within 48 hours of notice or separation.

o Ifthe General Manager is separating from the District, the Board President will
oversee and authorize interim access changes until a new GM is appointed.

e Inemergency cases where Super Admin access is not available due to absence or
inaccessibility, the Board President, in coordination with legal counsel or a designated
IT vendor, may authorize recovery procedures.

5. Onboarding New Personnel
e Any new General Manager or authorized staff will be granted Super Admin rights to
relevant systems only after:
o Completion of onboarding and security training
o Formal designation in the Access Log
o Authorization by the Board or existing General Manager

6. Regular Review
e The General Manager will conduct a quarterly audit of all systems to verify:
o Accessis current and appropriate
o No unauthorized access is present
o Passwords are updated in accordance with best practices

e The results of the audit will be summarized in the General Manager’s monthly report or
an annual security update to the Board.



7. Compliance with Public Records Laws
e All electronic communications, files, and systems used for District business are
considered public records under the California Public Records Act (Gov. Code § 6250 et
seq.).
e Super Admins must not delete, alter, or restrict access to any records that may be
subject to public records requests or legal review.

Recommended Action

The Board may:
e Approve the proposed process as District procedure, or
e Recommend revisions for future consideration, or

e Direct the General Manager to draft a formal policy update to be incorporated into the
Policy Handbook.



